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THREAT HORIZON



The quantifiable likelihood of

loss or less than expected returns.

Examples: currency risk, inflation

risk, 

economic risk, principal risk, 

country risk,

Liquidity risk, market risk, 

prepayment risk, credit risk

business risk, income risk.

What is a Risk ?



A TERRIBLE DAY IN THE LIFE 
OF A CEO OR…A CIO….OR A 
CISO



JP Morgan’s CISO Greg Rattray was asked to leave 

his position and take up the global cyber partnerships 

and government strategy. 



BAD NEWS….

Huge Financial Loss

Brand Reputation

Customer Trust

Loss of Intellectual Property

Business Disruption

C level jobs at risk



HYBRID INFRASTRUCTURE - CONCERNS

• A Bitdefender study on 

large companies revealed 

that 73% of IT decision 

makers fear having to pay 

financial compensation in 

case of a security breach

• while 66% even fear their 

own job safety. 

• Moreover, seven out of 10 

IT decision makers are 

concerned or completely 

concerned regarding the 

security management of 

hybrid infrastructures. 
http://download.bitdefender.com/resources/files/News/CaseStudies/study/125/Bitdefender-Whitepaper-

VE-A4-en-EN-web.pdf



Bitdefender’s survey shows companies are not prepared to 

handle: 

outsider attack (43%), 

data vulnerability (38%), 

insider sabotage (35%), 

user errors (35%), 

and phishing (35%). 

COMPANIES ARE NOT READY TO HANDLE 
CYBERTHREATS

http://download.bitdefender.com/resources/files/News/CaseStudies/study/125/Bitdefender-Whitepaper

VE-A4-en-EN-web.pdf



Outsider attacks and data vulnerability pose a significant risk for all 

companies and represent the main threats that companies are 

unprepared to handle, and CIOs are aware that cybercriminals can 

spend large amounts of time inside organizations without being 

detected - APTs are often defined as designed to evade detection.



STEALING EVERYTHING
THE WORLD OF



“89% of breaches had 
a financial or 
espionage motive”

GREED MOTIVATES



INCIDENTS

Data: PwC Global State of Information Security Survey 2015, 2016



56%
THEFT

Data: PwC Global State of Information Security Survey 2015, 2016

Theft of “hard” intellectual property increased 56% in 2015



APT

Advanced 

Targeted Attacks

Common Threats

ADVANCED PERSISTENT THREATS 
are highly sophisticated 

Target: corporations, nations, governments

Purpose: business or political espionage

Highly sophisticated, using custom-made 

tools and techniques

Target: mid to large organizations, 

specific industries

Purpose: financial

Sophisticated attacks

Target: small organizations, 

any user

Purpose: financial

89% of attacks 

have financial or 

espionage  

motivates
(Verizon, DBIR, 2016) 

5 months to 

discover a breach

50% of breached 

companies need 

an external 

forensics team



51 billion EURO damage

in German economy

350 - 575  billion Dollar world

wide economical damage

In  2019 2.1 trillion $ damage



The concept dates back in the 80s, long before bitcoin 
existed

In 2014, ransomware and malvertising crossed paths and 
in 2015 we’ve seen an explosive growth

50 times more people had their devices held hostage by 
crypto-ransomware in 2014 compared to 2013 and even 
more in 2015

Investigations take time because of complexity and 
jurisdiction

In 2015 and early 2016 we’ve seen ransomware migrating 
to Linux and Mac OS X.

Ransomware



Evolution of Ransomware



TOP 3 PASSWORDS
123456

PASSWORD

12345



CONNECTING EVERYTHING
INTERNET OF THINGS



Data: PwC Global State of Information Security Survey 2015, 2016

ATTACKS ON IOT DEVICES



DEVICES



Exploits & vulnerabilities

• RootPipe, HeartBleed, ShellShock, Poodle

• Within hours after HeartBleed became public

knowledge, attackers started to exploit it

• HeartBleed got its own logo!

• Shellcode affects Windows, Linux and OSX

• Big news because they compromised

servers instead of endpoints

• Almost 10% increase in the number of

browser vulnerabilities, with IE on the first

place and Google Chrome on the second.

• 84% mobile vulnerabilities were related to

iOS in 2015, compared to 11% for Android

and 4% for BlackBerry



HEALTHCARE IN FOCUS

Data: Identity Theft Resource Center, Data Breach Category Summary 2016



TARGET VERTICALS

Top industries 
targeted 

Top industries 

increasing 
security budgets 

Top vertialized
verticals 

FINANCE

TECHNOLOGY

HEALTHCARE

GOVERNMENT





CARBANAK
• $1 BN from over 100 financial institutions

• Roughly between $2.5 mil – $10 mil per bank 

• 2 years / 30 countries. Feb 2015 still active

TARGETED ATTACKS



Wild Neutron
• cyber-espionage

• Apple, Microsoft, Facebook and Twitter among 

victims

• 11 countries and territories

• The latest round of attacks in 2015 uses a stolen 

certificate belonging to Acer and an unknown 

Flash Player exploit

TARGETED ATTACKS



MOBILE MALWARE




